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Personal Data Protection Policy

Details about Us

COLLECTING SOCIETY OF NEIGHBOURING RIGHTS OF PHONOGRAM PRODUCERS AND PERFORMING
ARTISTS IN PRIVATE INTEREST — PROPHON, Corporate Identification Number 121758316, with domicile
and registered office: 1463 Sofia, 77A Tzar Assen Str, telephone: 02981 45 41 ; e-mail:
office@prophon.org /hereinafter referred to as PROPHON/.

Details about our Personal Data Protection Officer:
Name: Vasil Stoyanov Vasilev

E-mail: gdpr@prophon.org

Telephone: 0298145 41

How We Treat Your Personal Data

PROPHON takes very seriously the protection of personal data and collects and processes
personal data in strict compliance with the requirements of the relevant local and European
legislation. The objective of the present Personal Data Protection Policy is to inform you of the
way in which we process your personal data and the type of data we would collect about you,
the purpose of collecting it, storage period and your rights respectively.

Personal Data

PROPHON collects and processes personal data of the following categories of persons:
phonogram producers and performing artists, as well as of authorised representatives and legal
heirs of those two categories. Collection and processing of personal data of visitors /data from
video surveillance/ is possible too.

Depending on the services you are using we can collect and process the following information:

- full name, national identity number/foreign citizen identity number, address as per identity card,
details of identity card - number, date of issue, expiry date, issuing authority, citizenship;
civil/marital status, details of a recorded performance/work, neighbouring rights related to
phonograms and music audiovisual recordings; bank details; contact details — telephone, email,
nationality/state of birth and status/country of residency; letters and electronic mail we may
receive during communication with you; data of authorised representatives and heirs; security
video surveillance footage when you visit our administrative premises.

The personal data PROPHON is legally obligated to collect is described in detail in the Copyright
and Neighbouring Rights Act (CNRA) and other legislation.


mailto:office@prophon.org
mailto:gdpr@prophon.org

Personal Data Protection Policy of
PROPHON

Purpose and Legal Grounds of Processing Your Data.

PROPHON processes your data solely for the purposes for which it is collected for and uses it for
no other aim. These purposes are entirely related to the protection and management of the rights
and interests of rightholders — music producers and performing artists. More specifically these

purposes are:

e Identification and signing of membership agreements with rightholders whereby economic
rights are transferred within the meaning of the CNRA;

¢ |dentification of non-member rightholders;

e Distribution of due remuneration to rightholders;

e Payout of remuneration to rightholders;

Legal Grounds

In most cases we require your personal data for the purpose of signing a contract, fulfilling a
statutory obligation or for protecting our lawful interest. Of course, with some of the services, you
yourself provide to us this information choosing and agreeing that it be used. Without this data
we would not be able to deliver the relevant services.

Processing of Data Required for Signing and Performance of a Contract

e For performance of contractual obligations under signed membership agreements;

e For distribution of remuneration among rightholders;

e For payout of due remuneration to rightholders;

e For exchanging information to other collective management organisations even outside the

European Union.

Processing of Data Required for the Fulfiiment of a Statutory Obligation on Our Part

¢ Under the CNRA.

e To provide information to all state commissions and regulatory authorities, including but not
limited to the Ministry of Culture, the Council for Electronic Media, the National Revenue
Agency, the National Social Security Institute, etc.

e To provide information to the judicial and law enforcement authorities.

Processing of Information Based on Your Consent

e For processing of special categories of data;
e For direct marketing.

Processing of Data on the Grounds of Our Lawful Interest

e For carrying out video surveillance on our administrative premises;

e For review of complaints in disputes over rights;

e For passing of documents to the court and for litigation;

e For processing of personal data of third parties provided by rightholders.
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Sharing Your Information:

PROPHON uses third parties to facilitate contractual activities or to fulfil a statutory obligation.
We do not provide your personal data to third parties before making sure that all technical and
organisational measures for the protection of this data have been undertaken and we seek to
exercise strict control for the accomplishment of this objective. We may provide data to
accounting officers, auditors, law firms, partners, etc.

Providing personal data in some cases is mandatory in order to comply with our statutory
requirements, and in this respect we provide information to:

e The Ministry of Culture;

¢ The National Revenue Agency and the National Social Security Institute;

e The Ministry of Foreign Affairs and the Ministry of Interior;

e Other.
Also PROPHON is member of the International Federation of the Phonographic Industry /IFPI/ and
the Societies’ Council for the Collective Management of Performers’ Rights and has direct
bilateral representation agreements with similar organisations from around the world. To
safeguard the interest of producers and/or performing artists, it is possible to share your personal
data with these organisations and societies. The purpose is to calculate and remit any lawful due
remuneration.

Automated Algorithms

We use no automated decision-making technologies.

Security

We take very seriously the security of data you entrusted to us. Therefore we protect your data
by employing all relevant technical and organisational measures available to us to prevent
unauthorised access, unlawful or malicious use, loss or early erasure of information.

PROPHON employs measures to protect your personal data against accidental loss and
unauthorised access, unlawful use, alteration or disclosure. Policies and procedures are in place
to protect information from destruction, unlawful use, and unauthorised disclosure. Also we take
extra measures for information security, including controlled access, rigorous physical security
measures and reliable practices for collection, storage and processing of information. Some of
the measures undertaken are as follows:

1. Physical organisational and technical data protection measures for:
e designating the premises on which personal data is processed, including the space where
our servers are located and limiting access accordingly; e setting up the physical access
rules; o providing for physical data protection facilities — designated rooms and locked
cabinets; e setting up response protocols in case of breach.

2. Personnel-related data protection measures:
e making the staff aware of the specifics in processing personal data and the relevant
personal data protection legislation, the present data protection policy etc. and other
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relevant in-house regulations; e confidentiality of information; e staff training.

3. Documentation protection:
e setting storage periods; e rules for dissemination, protocols for destruction, checks and
scrutiny of processing.

Further, we employ technical measures such as encryption, pseudonymisation and
anonymisation of personal data collected.

When Do We Erase Your Personal Data?

We store the entire information we collected about you and we destroy it according to specific
rules within the statutory retention periods for data storage; if no such periods are set by the law,
the storage periods limitations under our Internal Rules for Archive Management will apply.

Some of the periods are:

e At least 50 years from fixation and/or performance - for data related to holding of
neighbouring rights under Art. 82 and 89 of the CNRA.

e 10-year term under the Accountancy Act for storage and processing of financial accounting
data;

e 30 days for video surveillance footages;

o Other statutory terms.

Transfer between Countries

PROPHON may transfer your data outside the EU solely in observation of the lawful possibilities
and requirements as well as providing for the necessary technical, legal, and organisational data
protection measures.

It is possible that we submit data outside the EU/European Economic Area under the derogations
in Art. 49, item 1, letter ‘b’ of the Regulation /the transfer is necessary for the performance of a
contract between the data subject and the controller or the implementation of pre-contractual
measures taken at the data subject's request/ or alternatively with your consent.

Your Rights With Respect to Personal Data

You can at any time ask PROPHON to provide to you information about and access to your
personal data collected and stored. You can also demand PROPHON to rectify, erase /if
admissible and possible/ or update any such personal data. PROPHON secures your right to
objection and limitation of personal data processing.

You are free to withdraw at any time your consent for collection, storage, and use of your
personal data with respect to PROPHON. A retraction however would not prejudice the lawfully
processed data prior to the withdrawal.

Some of your rights such as erasure of data or objection against processing of data can be
limited by the effective legislation.

Applications for access to information or for rectification must be submitted in person or by a
person explicitly authorised by you with an explicit written power of attorney. Applications can
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also be filed electronically, pursuant to the Electronic Document and Electronic Certification
Services Act.

We inform you that under the effective legislation you are also entitled to file complaints about
the way your personal data is processed to the supervisory authority - the Commission for
Personal Data Protection, 1592 Sofiq, 2, Tzvetan Lazarov Blvd. or www.cpdp.bg.

Amendments to the Present Personal Data Protection Policy

The present Personal Data Protection Policy can be amended over time. Any such amendments
shall have immediate effect upon announcement. Check regularly the content of this website to
make sure you are staying current as to what information we collect, how we do that and for
what purposes this data is used by PROPHON, as well as the circumstances /if such arise/ under
which PROPHON would share it with other parties.

For questions and for claiming any rights with respect to personal data protection please contact
the PROPHON team on:

E-mail: gdpr@prophon.org; office@prophon.org

Telephone: 02981 45 4]
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